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Introduction

CyberKit 1.0 provided, among 
other things, an overview of 
Cybersecurity Governance 
Frameworks, in particular 
NIST’s widely adopted general 
Cybersecurity Framework and 
the new ISO 21434 standard for 
cybersecurity engineering for road 
vehicles. 

The latter provides requirements to ensure that 

information and communication technologies designed 

into vehicles are as secure as possible. In this module, 

we will provide an introductory discussion of a 

complementary but equally important topic: protecting 

the industrial production sites where the parts and 

components for such vehicles are manufactured. This 

is often referred to as Operational Technology (OT) 

Cybersecurity.

The topic of cybersecurity in production environments 

has been gaining more attention in the last couple of 

years. This is because increased digitalization of those 

environments and their related processes – often 

captured by terms such as “Industry 4.0” or “Industrial 

Internet of Things” – not only offers the prospect of 

productivity gains but also at the same time increases 

the vulnerability to cyber-attacks. In addition, recent 

years have seen an increasing number of industrial 

facilities attacks, often with significant physical and/or 

financial impact.

The topic of cybersecurity in 
production environments has 
been gaining more attention in 
the last couple of years. This is 
because increased digitalization.
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While IT security traditionally focuses on the CIA triad 

of Confidentiality, Integrity and Availability of data, in 

OT environments, the focus is typically on SRA, that 

is, Safety, Reliability and Availability of equipment and 

How OT environments are different

When securing OT environments such as a 
manufacturing plant, it is essential to consider some 
significant differences compared to traditional IT 
systems found in typical office environments.

IT Security

3-5 years

Fairly homogeneous 

Windows (10 or 7) 
or Linux

IP/TCP standard 
communication

Tolerated

Frequently runs as 
background process

Software 
updates

Only possible as part of 
scheduled maintenance

Downtime Unacceptable, except as 
scheduled maintenance

Heterogeneity Heterogeneous

Wide variety of Windows 
systems (95 to 10), 
Embedded OS, PLC OS

Many proprietary 
communication protocols

Asset lifecycle 15-25 years

Industrial Security

machinery. While modern IT technologies are more 

and more becoming part of OT environments – often 

referred to as “IT-OT convergence” – there are still some 

significant differences, as shown in the table below.
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Network Security
Network segmentation
Firewalls and VPNSecurity threats

Defense in depth

System Security
System hardening
Patch management
Intrusion detection
Authentication and access
protection

Plant Security
Physical access protection
Processes and guidelines
Holistic security monitoring

The Importance of a Holistic Approach 
to Securing a Production Plant

A practical approach to this is using a defence-in-

depth model, where security features are designed and 

implemented for three different zones of the overall 

plant environment, including the facilities’ physical 

security. An excellent approach to design specific 

cybersecurity controls when implementing such a 

Given the complexity of modern manufacturing 
environments, it is prudent to take a holistic 
approach to design the security architecture 
and features.

model is to use international standards and guidelines. 

Arguably the two most well-known ones for industrial 

security are the IEC/ISA 62443 standards and the NIST 

Guide to Industrial Control Systems security. References 

are provided below.
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Some first steps to get started

Depending on the maturity of the existing 

cybersecurity program in the organization, it might be 

best to start with some first concrete steps to achieve 

some early successes. Such steps can include:

Systematically applying a comprehensive standard 
such as IEC 62443 in a manufacturing plant is a 
significant undertaking in time commitment and 
expert resources. 

OT asset discovery: ensure full 
transparency into all relevant OT assets 
that have a network connection.

Ensure proper configuration and patch 
management of all IT and OT assets in the 
manufacturing environment. Assets that 
cannot be patched because they contain 
legacy software or because of operational 
constraints might require superior 
protection, e.g. through dedicated firewalls

Manage physical access to assets 
and secure remote access. Having 
proper authentication and authorization 
procedures in place is key

Implement application whitelisting
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“Cybercrime-as-a-Service” has 
developed, driven by billions of 
dollars in profit from the theft of 
valuable data and ransomware 
payments. 

A whole shadow economy of “Cybercrime-as-a-Service” 

has developed, driven by billions of dollars in profit from 

the theft of valuable data and ransomware payments. 

Defending against these advanced threats requires 

the ability to detect intrusions in real-time through 

monitoring of networks and endpoints of both OT 

systems and IT systems deployed in the OT environment. 

Furthermore, strong incident response capabilities are 

needed to deal with intrusions once they have been 

detected. Most small to medium-sized organizations will 

likely require an external partner’s assistance, such as 

a consulting company specializing in OT cybersecurity 

or a managed security services provider to deploy such 

capabilities.

Moving beyond basic protection concepts

In the last 5 – 10 years, the sophistication 
of cybersecurity attacks by highly organized 
cybercrime actors has increased tremendously. 
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Below are additional resources for OT Cybersecurity 

Primer for Cybersecurity in Industrial Automation

A free e-book from the International Society of Automation (ISA) and Siemens, available for download at:

https://new.siemens.com/global/en/products/services/digital-enterprise-services/industrial-security-services.html

IEC 62443 – a series of standards to secure industrial communication networks and industrial automation and control systems

https://etech.iec.ch/issue/2020-04/iec-62443-standards-a-cornerstone-of-industrial-cyber-security

NIST SP 800-82 Guide to Industrial Control Systems (ICS) Security 

https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final
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Module: OT Cybersecurity


