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Foreword by APMA
In 2018, the Automotive Parts Manufacturers’ Association of Canada (APMA) established a standing committee on 
automotive cybersecurity. The association is heavily involved in multiple aspects of the digitization of the automotive 
sector, including digital manufacturing (Industry 4.0), connected and autonomous vehicle (CAVs) technology, and the 
vehicle-to-everything (V2X) ecosystem. The committee recognized that cybersecurity must be foundational to each; 
therefore, it was imperative for APMA to bring together national leaders in cybersecurity and begin shifting the mindset 
in the automotive sector.

This report arrives at a threshold point in the Canadian automotive manufacturing sector. Some suppliers understand 
the importance of cybersecurity, because their product offerings already include electronics, software, and hardware. 
Others, however, have yet to fully embrace the elements of security, privacy, and cyber safety, as they feel their 
product offering is not technologically advanced. The reality is that now, more than at any other time in the history of 
manufacturing, companies must safeguard their products, operations, and systems, no matter the type of components, 
parts, systems, and assemblies they produce. 

In creating this report, APMA collaborated with KPMG in Canada to develop a cybersecurity survey for our members 
to complete. The questions were conceived to provide valuable feedback and assistance to the automotive sector and 
insights that can also be applied on a global level. 

We hope these insights help inform your digital strategy and thank you for being part of the cybersecurity discussion.

Colin Dhillon 
CTO, APMA

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
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Foreword by KPMG in Canada
Every day vehicles are becoming smarter and more 
connected. At the same time, operations throughout the 
supply chain are moving to the digital plain. The future holds 
great potential for those that leverage new and emerging 
technologies to their advantage, yet the risks of cybersecurity 
have never been more evident. 

This mix of optimism and caution underscores our 2021 
Automotive cyber preparedness report. Developed in 
partnership with the Automotive Parts Manufacturer’s 
Association (APMA), this report offers a snapshot of the 
industry’s cyber posture and builds a case for the importance 
and value of cybersecurity within modern automotive 
organizations.

If there’s one message that rises above the rest, it’s that 
cybersecurity is a necessity for survival. Industry innovation 
is a worthy pursuit, but the risks of introducing cyber 
vulnerabilities into the supply chain cannot be ignored or 
underplayed in the process. What’s more, suppliers who 
cannot comply with ever-evolving regulations risk losing 
their ability to participate in the marketplace altogether.

The challenge is clear. As our joint report reveals, however, 
companies at all tiers have work to do. Today, the onus is 
on all suppliers to identify and protect their most valuable 
cyber assets (aka digital crown jewels), assign clear cyber 
governance leadership, and promote cyber as a priority across 
their enterprise and within their network. Make no mistake, 
cyber is no longer an IT concern, but an issue that impacts 
all facets of business.

Our report identifies cyber trends, obstacles, and best 
practices for this increasingly digital sector. We hope that our 
report findings combined with our collective insights spark 
productive conversations throughout your organization, in the 
C-suite, at the board level, and on the shop floors. 

KPMG in Canada is proud to join Automotive Parts 
Manufacturers’ Association’s Institute for Automotive 
Cybersecurity (apmaIAC) in drawing attention to the 
automotive industry’s cyber strengths and areas of 
advancement. We work with many clients across the 
automotive sector, helping plan, test, and monitor cyber 
strategies that leave nothing to chance, and will be there 
to help when you’re ready to take the next steps.

Let’s do this.

John Heaton 
Cybersecurity Lead, KPMG in Canada

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Introduction

1Cybersecurity market for cars – Growth, trends, and forecasts (2020 - 2025) 2019, Mordor Intelligence.

Over the last decade, cyberattacks 
on the automotive sector 
increased six-fold, while research 
indicates the industry stands to 
lose upwards of USD $24 billion 
over the next five years due to 
similar incidents. Moreover, it 
is estimated that a single cyber 
incident has the potential to cost 
USD $1.1 billion to a carmaker in 
lost revenue.

Cybersecurity has emerged as a central priority for the automotive sector. Between supply chain digitization, 
connected vehicle technologies, and the race towards electric and autonomous vehicles, the demand for 
cyber governance is undisputable. And, as global pandemic measures give rise to remote work, enhanced 
data-sharing, and cloud collaborations, stakeholders are increasingly challenged to protect their most 
sensitive digital assets. 

As the opportunities of a more digital industry emerge, so do the risks. Over the last decade, cyberattacks 
on the automotive sector increased six-fold, while research indicates the industry stands to lose upwards 
of USD $24 billion over the next five years due to similar incidents1. Moreover, it is estimated that a single 
cyber incident has the potential to cost USD $1.1 billion to a carmaker in lost revenue.

Original Equipment Manufacturers (OEMs) and suppliers have done well to act on these risks as the industry 
continues to embrace big data and digital innovation. But, are they prepared for what’s around the corner?  

To answer this, KPMG and APMA surveyed manufacturers in the fall 2020 on their experiences, 
perspectives, and preparedness levels in regards to cybersecurity. By analyzing their responses, this 
report offers critical insights and recommendations for the automotive manufacturing supply sector, both 
domestically and beyond Canada’s borders.

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Help stakeholders 
take stock of their 

digital assets

Examine their 
cyber defenses

Cyber is not a technology issue; 
it’s a business and reputation risk 
for automotive manufacturers. 

AJ Khan 
Director 
APMA Institute of Automotive Cybersecurity

Take the next steps towards 
effective and holistic 

cybersecurity governance 

This report lands at a critical time. Automotive operations are becoming more digital by the second. At the same 
time, sophisticated in-vehicle technologies and systems are generating gigabits of data on a daily basis, all of 
which need to be shared and managed securely over diverse partner networks. Combined with intensifying 
cybersecurity regulations, pandemic challenges, and evolving OEM and consumer demands, it is no wonder why 
cybersecurity has become a top focus in the boardroom. 

We have arrived at a watershed moment for cybersecurity within the industry, and one that impacts every link 
and player along the automotive supply chain. What must remain in focus is that cybersecurity is a business and 
a human challenge. 

This report was created to:

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Key 
findings

What type 
of problem is 
cybersecurity:

7/10 organizations have not changed their 
funding around digital transformation 
and cybersecurity initiatives, despite 
the impact  of COVID-19

42 % VS

businessIT

of respondents indicate that their 
cybersecurity strategy leader is at 
the C-suite level or equivalent

49 %

58 %

49 %

say they don’t have any 
designated individual driving their 
strategy  at all

DIGITAL CROWN JEWELS:
Mission critical data, processes, services, 
and systems that would cause major 
business disruption, if compromised

54% of organizations that have identified 
their digital crown jewels feel they are 
protected to a considerable or great extent

30 %

 The extent to which auto 
manufacturers have a cyber strategy:

16%

16%

36%

32%

No strategy
In development

Yes, within some areas
Yes, across the entire organization

of automotive manufacturers 
report having to comply with 
the cybersecurity controls 
of OEMs and other levels of 
their supply chain

of organizations have 
experienced a breach 
in the last 12 months 69 %

78 % of companies now have staff 
that operate on a work-from-
home (WFH) basis

2 in 5
organizations have not 
conducted or are only in the 
process of planning for cyber 
preparedness testing

Top barriers to cyber preparedness

1. Lacking the right talent
2. Low visibility into the key risks
3. Lack of support from leadership
4. Unclear return on investment

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Defining cyber in the 
automotive sector

Secure your operational 
technology to the same level 
as your IT security; your 
‘secret sauce’ is fluid between 
both these jurisdictions.

Colin Dhillon 
CTO 
APMA

“Cyber” is often a catch-all term for systems, technologies, and data-driven 
tools related to the corporate information technology (IT) function. By extension, 
“cybersecurity” or “cyber governance” typically denotes controls and measures 
to protect that network from incidents of data theft, corruption, or privacy violations. 

In the automotive sector, the scope of cyber extends well beyond corporate IT 
security. Today, the term “cyber” applies to in-vehicle technologies, supply chain 
systems, manufacturing floor technologies, customer channels, and back-office 
programs that drive every player. As such, suppliers and OEMs of all sizes and 
roles must make cybersecurity a central focus across their entire enterprise. 

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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• Enterprise infrastructure (IT security):  The 
tools and systems which facilitate, monitor, and 
secure the flow of data within a company can include: 

• Physical components, such as computers, servers, 
routers, switches, storage devices, data management 
systems, and various applications; and

• IT infrastructure components, such as internet 
networks, cloud computing, and IT software. 

• Operations technology (OT security): The 
hardware and software that facilitate the operation 
of manufacturing equipment and systems.  

• Product security (in-vehicle connected components 
security): The in-vehicle systems that connect 
vehicles to external sources of data, such as smart 
sensors, bluetooth-enabled components, interactive 
instrument panels, communication platforms, 
geolocational services, and in-vehicle networks.

• Vehicle-to-Everything (V2X) technology (V2X privacy 
and data security): The components that connected 
vehicles use to share data – or “talk” – to surrounding 
vehicles and traffic infrastructure components for the 
purposes of enhancing passenger safety and traffic flow.

• Supplier cyber governance (supply chain security): 
As ever, a supply chain is only as strong as its weakest 
link. Just as automakers and Tier 1 suppliers must embed 
cyber controls and governance into their operations, 
they must also ensure their own tiered suppliers are 
applying the same cyber due diligence to the products 
and systems they send “up the chain.” After all, it only 
takes one vulnerability to expose an entire network. 

• Cloud and edge computing (data security): The 
modern automotive industry lives and breathes data, 
much of which is now being entrusted to “the cloud” 
or distributed via computing networks. Protecting those 
online data-sharing systems is critical to maintaining 
the fast, efficient, and secure flow of data.

In this industry, the term “cyber” includes:

Cyber has many faces in the automotive industry, all of which need to be evaluated and governed through a holistic cyber strategy. Importantly, that strategy 
must ensure risk mitigation for all potential cyber threats and incorporate all stakeholders in the pursuit of securing the organization.

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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The digital 
crown jewels

42% of automotive cyber 
incidents involve server attacks

Executives should be 
educated that cyber is not 
simply a technology problem. 
Rather, it is a combination of 
people, processes, technology, 
and governance, all of which 
have unique risks and rewards 
that can impact the business.

John Heaton 
Partner & Cyber Lead 
KPMG in Canada

No matter the product, and regardless of their industry role, every company has cyber “digital crown jewels” 
that must be secured under digital lock and key. These are the sensitive data sources, processes, services, and 
systems that are most critical to an organization’s ability to serve its mission. They are also digital components 
that would cause a major business impact, if compromised.

Digital crown jewels differ for each supplier in the automotive supply chain. They can range from manufacturing 
software, sensitive product information, proprietary operational technology, or drivers’ personally identifiable 
information (PII). Players at every link in the supply chain must not only identify and protect their own crown 
jewels, but also take steps to ensure partners they share data with are doing the same. 

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Four barriers to cyber
Our survey revealed four key barriers to cyber within the automotive industry. 
They include:

1

2

3

4

99 %

The number of automotive cybersecurity 
incidents have grown 99% since 2018

20 %

of cyber incidents in 2020 
resulted in business disruption

Lacking the right talent: More than ever, automotive suppliers need cybersecurity specialists that 
can read the modern cyber risk landscape and understand the direct risks to the automotive sector. 
Additionally, the industry requires cyber governance leaders who can connect these risks back to the 
business in a way that resonates with company leadership.

Low visibility into key risks: Lack of the right cyber talent and tools can make it difficult to identify, 
understand, and address a company’s digital vulnerabilities.

Lack of leadership support: Cyber may be a recurring boardroom topic, but real progress requires 
an active and meaningful buy-in from company leaders (e.g., C-suite, board, department heads, etc.). 

Unclear return on investment: Cybersecurity is an investment, and too often, companies only 
recognize the financial and reputational cost of not investing in cybersecurity after an incident. And if 
you’re not prepared, it can cost you a lot more. 

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Canada & the global automotive ecosystem
The Global automotive manufacturing ecosystem is undergoing a sea of change spurred by digital 
manufacturing (industry 4.0), mobility innovations, connected vehicle systems, and big data networks. As 
automakers pivot towards Connected, Autonomous, Shared and Electric (CASE) mobility, OEMs will become 
more reliant on their suppliers to ensure every vehicle component is protected against cyber threats. 

These are transformations worth embracing for an industry that thrives on innovation. Yet with every 
connected component, over-the-air (OTA) software update, or digital manufacturing upgrade, comes a cyber 
risk that cannot be ignored. At last count, our research predicts that the automotive industry stands to lose 
USD $24 billion in cyberattacks over the next five years alone (Upstream auto, 2020). 

The urgency for stronger automotive cybersecurity is being felt by OEMs and suppliers across the world. 
That includes Canada, which is home to industry leaders and a world-renowned supply chain network that 
serves leading automotive brands around the globe. Collectively, our sector is trusted to build some of the 
best vehicles in North America and supply parts globally to support the international supply chain’s integrity.

The playing field

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Canadian automotive suppliers are faring well in this role. As always, they are demonstrating an awareness of the 
risks ahead and a willingness to face them head-on. Still, nearly a third of Canadian respondents in our survey admit to 
experiencing a cyber incident, while almost half of those organizations say they have experienced multiple breaches in the 
last year. Moreover, two out of five Canadian companies admit that they have yet to undergo cyber preparedness testing, 
while seven out of 10 Canadian companies say they have not increased their investment in digital transformation or 
cybersecurity despite today’s challenges. In short, Canadian companies are just as vulnerable to cyber risks as our Global 
peers and there is room to up our game. 

The positive news is that the industry is keenly aware of the challenges at hand. More and more, automotive suppliers 
are partnering with industry partners, academia, and governments to better understand their cyber risks and improve 
their digital defenses. Regulations and guidelines around cybersecurity are also advancing, with initiatives like Transport 
Canada’s safety assessment tool for automated driving systems setting an example of future safeguards. 

Moving forward, Canada’s automotive sector must join the global industry in pursuing effective cyber strategies for 
manufacturers and their partners, clients, suppliers, employees, and other stakeholders. This needs to be done to ensure 
our domestic players can compete and advance in the global automotive market. As such, having a holistic approach to 
cybersecurity no matter where you operate in the supply chain has become intrinsic to the very survival of the industry.

Canadian companies 
admit that they have yet to 
undergo cyber preparedness 
testing, while... 2/5

7/10
Canadian companies say 
they have not increased 
their investment in digital 
transformation or cybersecurity 
despite today’s challenges.

Canada - 
a trusted supplier

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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How has 2020 changed the landscape? 
2020 has added a host of challenges to an already complex industry. First and foremost, the global pandemic has forced 
many companies to transfer large populations of their workforce into remote working situations; our survey results alone show 
78% of Canadian companies now have staff working from home. This, in turn, has triggered an immediate and widespread 
need for remote working tools and platforms that enable hybrid teams to share sensitive data (e.g., the digital crown jewels) 
across online networks with their colleagues and supply chain partners. More importantly, it has made data privacy and 
security a sector-wide priority. 
 
5G advances have also shaped the field. Early adopters are exploring ways to share more robust data across a broader 
range of devices and entities through 5G innovations (e.g., vehicle-to-everything (V2X) communications). And while 
there is great potential in 5G connectivity, trading higher volumes of data across larger networks has increased the risks of 
cyberattacks and data loss. 

The past year has also seen the introduction of new global regulations to which all OEMs and their tiered suppliers 
must comply. The UN Economic Commission for Europe’s Working Party.29 for one, places an onus on OEMs to 
ensure all vehicle components and parts – both hardware and software – are secure, a responsibility which will inevitably 
trickle down to their suppliers. At the same time, the forthcoming IS021434 Road Vehicles Cybersecurity Engineering 
standard has set cybersecurity risk management requirements for road vehicle systems, components, and interfaces 
throughout all stages of their development (i.e., engineering, production, operation, maintenance, and decommissioning). 

Overall, this year has shifted the mindset on cybersecurity. No matter their place in the supply chain, automotive 
companies are now compelled to take a closer look at how they facilitate and secure remote operations, manage 
high volumes of operational data, mitigate third-party risks, and utilize big data. For some, the response may be to 
reduce their exposure; for others, it may be to invest in the talent and capabilities to increase their cyber defenses.

The new normal
Securing the supply chain 
through ISO21434 is key 
to effectively managing 
Cyber Incidents for the 
Vehicle of the Future.

AJ Khan 
Director 
APMA Institute of Automotive 
Cybersecurity

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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It’s no longer a question of “if” you’ll experience an attack, but “when”. Still, less than a 
third of respondents (32 per cent) report having an enterprise-wide cyber strategy, while 
most have portions of a strategy or none at all (16 per cent). Moreover, only 38 per cent feel 
cybersecurity is a business priority despite the reality that cyber incidents can have profound 
and long-lasting impacts on a company’s operations, finances, and industry reputation.

Is cyber a priority?

A majority of automotive companies do not have 
cybersecurity specialists defining and running their cyber 
strategy. Many are also entrusting cyber to inexperienced 
C-suite leaders by default. According to our survey, 
only five per cent of respondents have identified a chief 
information security officer (CISO) as the individual in 
charge of their cybersecurity strategy, while 13 per cent 
say they have no one leading their cyber strategy at all. And 
with opinions split between which part of the business 
has responsibility for cybersecurity (e.g., IT or “business”), 
there is reason to believe that a significant number of 
companies do not have leaders who are considering the 
cyber risks across the entirety of their environments.

Who “owns” your cyber strategy?

Our joint report highlights eight key considerations for automotive industry executives:

Cyber considerations

Are you treating cyber in a silo?
42 per cent of respondents believe that cybersecurity is an “IT” problem (58 per cent say 
“business”), but the reality is that it is also a management and a human challenge. For the 
automotive sector, cyber risks extend well beyond an organization’s IT environment and pose 
significant risks if left unchecked. It is an issue that is owned by every leader within an organization 
and cannot afford to be treated as an isolated threat to any one department or function.

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Do your cyber leaders and specialists have a voice?
The fact that less than half of companies (49 per cent) indicate their cybersecurity 
specialist sits at the C-suite or decision-making table, and 13 per cent of companies 
have no one designated to lead the strategy at all, points to critical gaps in cyber 
leadership. Here again, it is critical to have someone at the decision-making table to 
manage cyber, connect cyber risks to the business, and guide digital investments.

Are your digital crown jewels protected?
Less than half of survey respondents (46 per cent) feel they are doing everything they 
can to protect their crown jewels. And yet, identifying and protecting digital crown 
jewels is a fundamental part of cyber governance. Failure to do so can be costly for 
not only the company, but will also impact their place in the global supply chain.

Are you prepared for the inevitable?
40 per cent of respondents have not conducted – or are 
only in the early process of conducting – cybersecurity 
preparedness testing. This is in spite of the fact that 
nearly a third (30 per cent) report experiencing one or 
more cyber attacks in the last 12 months. The reality is 
that automotive industry stakeholders are susceptible to 
cyber incidents across their operations, supply chain, and 
end-user vehicles. Take a moment to consider whether 
your organization is getting ahead of its potential risks, 
taking steps to protect its digital crown jewels, and 
has the people, processes, and industry partners in 
place to respond to an attack when it happens.

Cyber considerations continued...

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
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Building a cyber secure 
culture means keeping security 
awareness top of mind for all 
individuals in the organization – not 
just IT. A one and done approach 
won’t work. Keep your training up 
to date through email reminders, 
lunch and learns, online training, and 
periodic testing to identify areas for 
improvement and re-enforcement. 

John Heaton 
Partner & Cyber Lead 
KPMG in Canada

Cyber considerations continued...

How protected is your supply chain? Are your partners employing the same cybersecurity measures 
as your organization? Are they securely handling your data and digital crown jewels or do they create 
vulnerabilities within your network? While results from our survey indicate a demand for holistic, 
enterprise-wide cyber strategies, the importance of third-party cybersecurity cannot be forgotten.

Are you looking beyond your four walls?

It’s worth repeating that “if you don’t comply, you can’t supply.” Given that our survey says 69 
per cent of automotive manufacturers report having to comply with cybersecurity controls of their 
OEMs and other levels of their supply chain, there is a clear motivation for companies to identify 
and embed cyber specialists who can keep pace with their cybersecurity obligations.

Are you taking control of compliance?

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

17 | Canadian automotive cyber preparedness report



Change is nothing new for the automotive industry. OEMs and their suppliers have always been challenged to 
stay up to speed with the latest trends, technologies, and industry regulations. 

Nevertheless, the race towards electric and autonomous vehicles, advanced on-board systems, and “smart” 
infrastructure has turned up the dial on transformation.

The road ahead
Global privacy laws and regulations 
like GDPR, UNECE WP.29, ISO21434 
and TISAX will help to force the 
change in cybersecurity culture.

Colin Dhillon 
CTO 
APMA

It’s not all doom and gloom…

Cybersecurity is not new news to our sector. Our survey indicates awareness for the risks ahead, and indications 
that Canada’s automotive manufacturers are taking them to heart. Nearly half (49 per cent) have C-suite executives 
or equivalent driving their cyber strategy, with 87 per cent saying they have the beginnings of a cyber strategy in 
place.

Awareness is growing. In our discussions with automotive companies, there is a clear acknowledgement that 
external threats to their company/organization can mean a threat to their secret sauce and crown jewels. Most 
companies know what their ‘crown jewels’ are, and they are taking steps to protect them.

In navigating the cybersecurity demands of the future, the sector has proven its ability to adapt will be 
key in managing several key challenges ahead.

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
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Today’s automotive players are beholden to several evolving 
international rules and regulations governing automotive 
cybersecurity that need to be considered by OEMs at all levels 
of the supply chain. They include the ISO21434 Standard, 
UNECE WP.29 Regulations on Cybersecurity, Transport Canada’s 
Vehicle Cyber Guidance, TISAX (Trusted Information Security 
Assessment Exchange) and ENISA Good Practices for Security of 
Smart Cars. Maintaining compliance will be central to suppliers’ 
ability to remain within their OEMs’ networks. 

Evolving regulations:

Defining ownership of 
the cyber mandate: 

Changing the culture: 

Lack of talent: 

Greater risk visibility:

As cyber becomes foundational with nearly every aspect of 
automotive manufacturing, suppliers at all levels must define who 
guides their strategy and ensure their voice is being heard. Moreover, 
companies are challenged to ensure all leaders, from the C-suite and 
the board of directors to department heads have the training and 
support required to understand cyber as it relates to their business and 
recognize the human factors that drive successful cyber strategies.

The strength of the automotive industry’s cyber posture 
demands a culture change throughout its supply chain. 
Consider, for example, a Tier 3 supplier who fails to 
adequately secure a piece of software, which then gets 
put into hardware by a Tier 2 player, assembled by a Tier 
1 partner, and ends up compromising the final product.

APMA has taken a leadership role in enabling this change 
in culture and mindset in the automotive sector through 
the four pillars of governance, assessments, education & 
technology. Many other organizations are also stakeholders 
in this transformation in the automotive sector, but none 
more than the automotive manufacturers themselves.

Just as the financial sector has opened its doors to cybersecurity specialists, so too must the automotive 
sector attract talent that can drive their cyber strategies. This is easier said than done as cyber specialists 
in this space require a keen understanding of how cyber applies to the automotive industry and its many 
moving parts. They must not only understand corporate IT security solutions, along with manufacturing, 
robotics, and shop floor technologies. Furthermore, the industry requires talent who possess the 
means to communicate the risks to leaders in a way that will be understood and acted upon. 

Promisingly, initiatives are already underway to develop cyber specialists for this exact role 
through the apmaIAC’s Education pillar. The association recently signed memorandum of 
understandings with both St. Clair College and the University of Windsor, to develop cybersecurity 
curriculum and to support the Universities SHIELD cybersecurity centre of excellence.

It is critical that Threat Analysis & Risk Assessments (TARA) 
are carried out to enumerate and understand the cybersecurity 
risks. Providing training on the new cybersecurity regulations 
and risk assessment approaches, including ISO21434, 
is needed to enhance the understanding around cyber 
risks in the automotive manufacturing supply chain.

1 3

4

5

2
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If there is one overriding theme to our survey, it is that the time to take cybersecurity seriously is now. 

The industry is embracing digital with increasing pace, and OEMs are holding suppliers at every tier more responsible 
than ever for protecting their contributions to the supply chain. The pressure is on the industry to close its cybersecurity 
gaps and embed cyber governance across all aspects of its operations. That begins with: 

Calls to action

Embracing the new cyber culture: No matter your 
size or your place in the supply chain, cybersecurity 
must be a consideration. All it takes is one link to be 
vulnerable to expose the entire chain.

Identify your cyber leader: Every organization 
needs to identify a senior leader who is accountable 
for cyber. They should not be an IT executive but 
somebody senior accountable for cyber across 
the enterprise and equipped with the skills and 
knowledge to do so effectively. 

Understanding your crown jewels: You can’t 
protect your operations effectively if you don’t know 
what needs protecting.  

Look beyond IT: Your IP and operational technologies 
are your “secret sauce”. They’re your competitive 
edge. Failure to protect them from theft, damage, 
or leaks could mean losing your market position.
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In a world where a cyber 
breach is a “when”, not 
an “if” circumstance, it’s 
essential to be proactive, 
having all the right resources 
in place, internally and/
or externally, to be able 
to respond effectively and 
efficiently when it happens. 

Alexander Rau 
Partner & Cyber Response Lead 
KPMG in Canada

Consider your lifecycle: Cybersecurity isn’t 
all about the final product. Effective cyber 
governance covers the entire process from 
design and engineering, to production and 
distribution, post-sale service, and beyond. Each 
step comes with its own cyber considerations.

Don’t wait to lead: While there are many good 
examples of Canadian companies taking charge 
with cyber, the sector has a tendency to wait on 
directions from their OEMs or customers to make 
a culture shift. It’s important to take that lead 
now, both within your enterprise and among your 
supply chain, because anything that happens will 
inevitably impact you.
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How we can help

APMA
APMA is focused on empowering automotive organizations with the tools needed to 
enable a culture of cybersecurity.  Our support includes:

• Governance program development through our CyberKit products

• Cybersecurity assessments of your organizations cyber defense mechanisms

• Cyber education and awareness

• Enabling cyber technologies

KPMG in Canada
No matter where you are in your cybersecurity journey, KPMG in Canada is there to assist you 
with:

• Cyber risk assessments, including cyber maturity benchmarking

• Defining cyber governance and reporting

• Extending cyber from IT to OT enhanced cyber testing and preparedness

• Cyber incident response and remediation

• TISAX/ISO27002:2013 assessment and certification

• Digital crown jewels identification and security implementation

• Work from home security assessment and awareness

• Digital maturity assessment 

© 2021 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent 
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.

21 | Canadian automotive cyber preparedness report

https://apma.ca/apma-cyberkit-1-0-2/
https://home.kpmg/ca/en/home/services/advisory/risk-consulting/cyber-security.html
https://home.kpmg/ca/en/home/insights/2020/11/canadian-construction-in-the-digital-age.html


John Heaton
Partner & Cyber Security Lead
KPMG in Canada
jheaton@kpmg.ca

Alexander Rau
Partner & Cyber Response Lead
KPMG in Canada 
alexanderrau@kpmg.ca 

Colin S. Dhillon
CTO
APMA
cdhillon@apma.ca

AJ Khan
Director
apmaIAC
ajkhan@apmaiac.ca

Contact us
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The information contained herein is of a general nature and is not intended to address the circumstances of 
any particular individual or entity. Although we endeavor to provide accurate and timely information, there 
can be no guarantee that such information is accurate as of the date it is received or that it will continue to be 
accurate in the future. No one should act on such information without appropriate professional advice after a 
thorough examination of the particular situation.
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